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ARTICLE

Digital poly-victimization: The increasing importance of
online crime and harassment to the burden of
victimization

Sherry Hamby, PhDa, Zach Blount, BSa, Alli Smith, BAa, Lisa Jones, PhDb,
Kimberly Mitchell, PhDb, and Elizabeth Taylor, MSa

aAppalachian Center for Resilience Research & Department of Psychology, University of the South,
Monteagle, TN, USA; bCrimes Against Children Research Center, West Edge, University of New
Hampshire, Durham, NH, USA

ABSTRACT

Many forms of victimization, including bullying and property
crime, are increasingly moving online, but most studies of poly-
victimization still primarily focus on in-person crime and violence.
Few studies have examined the importance of incorporating tech-
nology-based victimizations for assessing the true burden of vio-
lence. The purpose of this study is to explore whether digital poly-
victimization contributes to post-traumatic stress and anxiety/dys-
phoria symptoms after controlling for in-person poly-victimization.
Given that technology use and technology-based victimization are
changing rapidly, a mixed methods approach was adopted. In the
first two phases, focus groups and cognitive interviews (89 total
participants) were used to identify the range of digital victimization
and develop the Digital Poly-Victimization Scale. In the third phase,
the new measure was included in a community survey (n = 478,
57.5% female; 62.6% earning under $50,000 per year) in a rural
Southern region, along with measures of in-person poly-victimiza-
tion, posttraumatic stress and anxiety/dysphoria symptoms, and
other outcomes and personal characteristics. A comprehensive
measure of digital poly-victimization indicated that almost 3 in 4
participants (72.3%) had experienced at least one form of digital
victimization. The results indicated that digital poly-victimization
contributed unique variance to post-traumatic stress and anxiety/
dysphoria symptoms (p < .001), health-related quality of life
(p < .01), and subjective and family well-being (both p < .001),
even after controlling for demographics and in-person poly-victi-
mization. Digital victimization often presents fewer risks to perpe-
trators and can be expected to represent an increasing share of the
societal burden of violence. Future research on poly-victimization
should pay more attention to the role of digital victimization.
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More and more crime is moving online. This should not be particularly surpris-

ing, because, from the perpetrator’s point of view, there are many advantages to

technology-based, or digital, crime. A victim of in-person mugging or bullying

might fight back, potentially injuring the perpetrator. There are fewer inhibitory
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mechanisms in place. Animal aggression, including human aggression, has

historically been controlled by a wide range of behavioral cues (Hamby, 2017;

Natarajan & Caramaschi, 2010). The digital environment—whether it be cell

phones, websites, community gaming sites, or other settings—removes many of

the cues that humans, as mammals, have historically also relied on to inhibit

aggression. In other words, many people “troll” or “flame” or otherwise say

things online or over text that they would not say to a person that is right in front

of them (Suler, 2004).

Digital victimization can be defined as victimization (which are intentional,

unwanted, nonessential, and harmful experiences, Hamby, 2017) that is perpe-

trated with the assistance of computerized technology, such as desktops, the

Internet, or cell phones. Several new terms for online victimization and related

risky behaviors have been coined to capture these emerging phenomena, includ-

ing “cyberbullying,” “sexting,” and “phishing” (Jagatic, Johnson, Jakobsson,

& Menczer, 2007; Mitchell, Finkelhor, Jones, & Wolak, 2012; Mitchell & Jones,

2015). Based on the most recently available data at the time of writing, 88% of U.S.

adults use the Internet, and 77% use a smart phone (Pew Research Center, 2017),

which means that vulnerability to digital or “cyber” victimization is nearly as

universal as vulnerability to in-person victimization.

The high rates of digital victimization are well known (Anderson, 2006;

Internet Crime Complaint, 2014; Reyns, 2013; C. Smith & Agarwal, 2010).

The best estimates indicate that approximately 2 out of 5 people in the United

States have been affected by cyberbullying and online harassment, which does

not even include identity thefts, scams, hacking of accounts, and other finan-

cially motivated victimizations (Duggan, 2017). The adverse impact of cyber-

bullying and online harassment is also well established (e.g., Kowalski & Limber,

2013). The data are especially clear that cyberbullying is associated with trauma

symptoms and other adverse outcomes (Hinduja & Patchin, 2010; Staude-

Müller, Hansen, & Voss, 2012).

Less is known about financially motivated cyber-victimizations, but existing

data suggest that these victimizations are associated with higher levels of

psychological distress and other adverse impacts, with some victims falling

within the clinical range of depression and anxiety. Although a few items on

financial loss have been embedded in longer surveys on online victimization

(González & Orgaz, 2014; Mitchell, Sabina, Finkelhor, & Wells, 2009), they

have often been combined with safety practices, general use patterns, and other

elements that are not related to victimization. A comprehensive assessment of

the full range of different types of digital victimization has been lacking.

Another key limitation of existing knowledge is that digital victimization

research has been relatively siloed. For example, research on cyberbullying is

often conducted independently of other research on in-person bullying (e.g., P.

K. Smith et al., 2008). This is true even though studies have indicated it is often
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the same children involved in-person and online bullying (Mitchell & Jones,

2015; Mitchell, Jones, Turner, Shattuck, & Wolak, 2016).

Poly-victimization and digital crime

Even more significantly, digital victimization has only been partly integrated

into the poly-victimization model. Poly-victimization refers to the cumulative

burden of the number of different types of victimization experiences.

Poly-victimization research has shown that it is the cumulative dose of

victimization, more than any one type, that is chiefly responsible for trauma

symptoms and other adverse impacts (Ford, Elhai, Connor, & Frueh, 2010;

Ford, Grasso, Hawke, & Chapman, 2013; Hamby & Grych, 2013). This

research is also consistent with other work on cumulative trauma, such as

work on adverse childhood experiences (Felitti et al., 1998).

However, digital victimization has not been well captured in previous

work on poly-victimization and cumulative trauma, potentially missing

many common victimization experiences in the estimates of total burden.

Many commonly used trauma measures do not include digital victimization

at all, such as the adverse childhood experiences scale and the Childhood

Trauma Questionnaire (Bernstein, Ahluvalia, Pogge, & Handelsman, 1997;

Felitti et al., 1998). The National Survey of Children’s Exposure to Violence

only included two types of digital victimization, general and sexual harass-

ment from online messages, leaving out identity theft and many other types

of victimization (Finkelhor, Turner, Ormrod, Hamby, & Kracke, 2009). The

item on unwanted sexual messages, while important, is also relatively rare

and thus does not well capture the full burden of online victimization.

Although the limitations of these measures are due in part to the era when

they were created, their unmodified use in the digital age makes their cover-

age increasingly limited.

Even today, most research on digital victimization, and indeed on crimemore

generally, pays insufficient attention to digital property crime, including identity

theft and financially motivated fraud (Tcherni, Davies, Lopes, & Lizotte, 2016).

Property crime is distressing (Plass, 2014). Prior work on poly-victimization

shows that conventional theft and vandalism add to the total burden of victimi-

zation (Finkelhor, Ormrod, Turner, & Hamby, 2005). Unlike many forms of in-

person property crime, which often do not involve a direct confrontation with

the victim (Hamby, 2017), many digital forms of property crime involve cons

that involve deceiving the victim, sometimes even over long periods of time,

such as the “catfishing” con that involves tricking someone into thinking the

perpetrator has a sincere romantic interest. Stealing elements of people’s iden-

tities may also be a particularly upsetting form of property crime, versus stealing

cash or electronics or other less personal or sentimental items. The financial

costs of online property crime can outstrip in-person thefts (Tcherni et al.,
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2016). However, as far as we are aware, no prior studies have examined these

sorts of crime in a poly-victimization framework.

The current study

One challenge of research on digital victimization is the rapidly changing technol-

ogy environment. Some measures refer to America Online, chat rooms, instant

messaging, or other already-dated references (Hinduja & Patchin, 2010; P. K.

Smith et al., 2008). Even references to “computers” can sound dated as people

increasingly rely on cellphones and tablets for all of their computing needs. Thus,

this study adopted a mixed-methods approach to capture current experiences,

utilizing two phases of qualitative investigation into current digital use and

victimization experiences, followed by a large community survey using items

developed from the qualitative work. One major goal of the study was also to

move beyond cyberbullying and incorporate digital property victimization and

“imposter scams” (Federal Trade Commission, 2017) into a comprehensive

assessment of adverse digital experiences. Another goal of the study was to

examine multiple outcome variables, including post-traumatic stress and anxi-

ety/dysphoria symptoms and other indicators of health, to explore the full impact

of victimization. Consistent with the poly-victimization framework (Hamby &

Grych, 2013), we anticipate that in-person and digital victimization will be linked.

We also hypothesized that digital poly-victimization would explain unique var-

iance in post-traumatic stress and anxiety/dysphoria symptoms and other out-

comes, after controlling for in-person poly-victimization.

Method

Participants

The qualitative phases of measurement development of digital victimization

consisted of 9 focus groups (4 teen groups and 4 adult groups with 65 total

participants; 58% female; 92%White/European American, 3% Latino, 3%multi-

racial, and 2% African-American) and 24 in-depth individual interviews (25%

aged 12–17, 54.2% aged 18–59, 20.8% age 60 or over; 62.5% female; 87.5%

White/European American, 8.3% Latino, 4.2% African American). All partici-

pants were from the rural southeastern United States, in counties designated as

Appalachian by the Appalachian Regional Commission.

The survey included 478 participants from the rural southeastern United States

aged 12 to 75 years (M = 36.44, SD = 17.61) who completed a broader survey on

digital online privacy and security and character development. The sample was

57.5% female and 42.5% male; most (84.9%) of the sample identified as White/

European American (non-Latino), 5.7% as African American/Black (non-Latino),

4.0% as more than one race, 3.6% as Latino/Latina (any race), .8% as Asian (non-

JOURNAL OF TRAUMA & DISSOCIATION 385



Latino), and .8% American Indian/Alaska Native (non-Latino). Almost a third of

survey participants (29.3%) reported an annual income under $20,000 per year,

33.3% reported earning $20,000 to $50,000, and 37.4% reported earning $50,000

or more. Most of the sample (54.6%) lived in rural areas with populations of less

than 2,500 people, 32.7% reported living in small towns with a population of 2,500

to 20,000 people, and others (12.7%) lived in more populous areas.

Procedure

Participants were recruited through a range of advertising techniques. For the

qualitative phases, participants were recruited through local organizations and

word-of-mouth. In the semi-structured focus groups, participants answered

questions regarding technology use, problems faced when using technology

(scams), and safety practices that protect their privacy. Each focus group parti-

cipant received a $20 gift card for participation. The procedures for in-depth

individual interviews were similar, with the exception that participants were

shown a list of items on different types of digital privacy victimization and other

issues that were developed from the focus groups by the research team and

previously reviewed by 6 external researchers. Interviewees received a $50 gift

card for participation. Focus groups and interviews were audiotaped and tran-

scribed. All procedures received IRB approval from the University of the South.

The majority of survey participants (65.7%) were recruited through word-of-

mouth. Recruitment at local community events, such as festivals and county

fairs, was the second most productive strategy, accounting for 21.3% of partici-

pants. The remaining 13% were recruited through various other strategies, such

as website advertisement and through local community organizations. This

range of recruitment strategies, which resulted in 96% of the sample being

recruited through in-person techniques, allowed us to reach segments of the

population who are rarely included in psychological research, including those

with limited Internet experience. Technical problems and time limitations at

events kept some individuals from completing the survey. The overall comple-

tion rate was 94%. The survey was administered as a computer-assisted self-

interview, using the Snap11 software platform on computer tablets. On average,

the survey took 31 minutes to complete, and each participant received a $20

Walmart gift card and was provided with information on local community

resources. Informed consent, including parental consent for minors, was

obtained for all participants. All procedures were IRB approved.

Measures

Digital Victimization Scale

The Digital Victimization Scale (Hamby, Smith, & Taylor, 2017) consists of 11

items on a range of online or cellphone-based adverse experiences, including
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cyberbullying and cyber-theft of information or money. The items were devel-

oped through a three-stage mixed methods process, with the most common and

salient experiences first identified in focus groups, then vetted in the individual

in-depth interviews, and then revised and incorporated into the survey. The

qualitative phase of measurement development yielded a wide range of adverse

experiences, including hacking (“[My husband] got hacked three times in a

period of six weeks all the way from Florida to Canada.”), scams (“I had a friend

of mine that got caught in a scam and it was because they thought their friend

was in trouble.”), using log-ins without permission (“[Son’s name] will catch me

when I step away from the computer. . . and he put something [obscene] on . . .

Facebook”), and posting unwanted material (“Someone in my class posted a

photo of a teacher, like a weird caption and it was offensive . . . they got

suspended”). We used these to develop a range of items that addressed cyber-

bullying and related interpersonal harassment as well as financially motivated

victimizations.

Dichotomous items (“yes” or “no”) were summed to create a digital poly-

victimization score. The internal consistency (Cronbach’s Alpha) is .70

(inspection of items indicated removing no item would improve the alpha),

and in this sample, convergent validity was supported with the bivariate

correlation with post-traumatic stress and anxiety/dysphoria, which was

symptoms was .31. See Appendix 1 for complete wording.

In-person poly-victimization was assessed with the Juvenile Victimization

Questionnaire—Key Domains Form, which includes 13 items assessing lifetime

history of a range of different types of interpersonal victimization, focusing on

childhood victimization experiences such as bullying, child abuse, and exposure

to domestic violence (validated in Banyard, Hamby, &Grych, 2017) and adapted

from Hamby, Finkelhor, Ormrod, & Turner, 2004. A sample item is “During

your childhood, did one of your parents get hit or pushed by another parent?”

Dichotomous items (“yes” or “no”) were summed to create an in-person

poly-victimization score. Cronbach’s Alpha was .84, and in this sample con-

vergent validity was supported with bivariate correlations with digital poly-

victimization (.37; p < .001) and post-traumatic stress and anxiety/dysphoria

symptoms (.34; p < .001).

Post-traumatic stress and anxiety/dysphoria symptoms

Eight psychological symptoms associated with post-traumatic stress disorder

and other anxiety and mood disorders (adapted from Briere, 1996; Finkelhor

et al., 2011 based on the best-performing items in those scales, with simplified

language for our sample) were assessed on a 4-point scale from “never” to

“almost all the time.” A sample item is “Feeling lonely in the last month.”

Higher scores indicate more post-traumatic stress and anxiety/dysphoria

symptoms. Internal consistency (Cronbach’s Alpha) was .89, and in this sample,

convergent validity was supported with a bivariate correlation of -.29 (p < .001)
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with Health-Related Quality of Life. Also see Hamby, Grych,

& Banyard, 2017 for additional evidence of convergent validity. See Appendix

2 for complete wording.

Health-related quality of life

Five items assessing physical health and well-being were adapted from the

“Healthy Days Measure” used by the U.S. Centers for Disease Control and

Prevention (CDC, 2000). Items use a 5-point scale measuring frequency in

the past 30 days, ranging from “0 days” to “Every day or almost every day.”

Another item assessed self-reported general health on a 5-point scale, ranging

from “poor” to “excellent,” with higher scores indicated higher health-related

quality of life. A sample item is, “During the past 30 days, how many days

was your physical health, which includes physical illness and injury, not

good?” Internal consistency (Cronbach’s Alpha) was .79, and in this sample,

convergent validity was supported with bivariate correlations with Subjective

Well-Being (.34; p < .001) and Family Well-Being (.28; p < .001) (also see

Hamby et al., 2017).

Subjective well-being (Hamby, Banyard, Grych, Smith, & Taylor, 2017)

Four items assessing one’s satisfaction with the quality of life were developed using

focus group and interview input as well as a review of other measures (Battista

&Almond, 1973; Diener, Emmons, Larsen, &Griffin, 1985; Pavot &Diener, 1993;

Pearlin & Schooler, 1978; Rosenberg, 1965; Turner et al., 2012). A sample item is “I

am happy with myself.” Cronbach’s Alpha was .87, and in this sample, the

bivariate correlation with post-traumatic growth was .52 (p < .001) and a -.43

(p < .001) correlation with trauma symptoms (for additional validity evidence, see

Hamby, Banyard, Grych, Smith, & Taylor, 2017).

Family well-being

Four items assessing the positivity, happiness, and well-being within the

family were adapted and modified from the subjective well-being measure

(Hamby et al., 2017). Items were scored on a 4-point scale ranging from “not

true about my family” to “mostly true about my family,” with higher scores

indicating higher family well-being. A sample item is, “My family has a lot to

be proud of.” Cronbach’s Alpha was .85, and evidence of convergent validity

is the bivariate correlation with Subjective Well-Being was .51 (p < .001) (also

see Hamby, Blount, Taylor, & Smith, 2017).

Data analysis

As noted in the measures section, the first two qualitative phases were used to

develop the Digital Victimization Scale, using content analysis and grounded
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theory analysis of focus groups and interviews. Descriptive statistics characterized

rates of victimization and described the sample.Missing data were very low (0% to

2.3%), except for household income, which was 7.5%, well under the levels

recommended by Bennett (2001). Non-demographic data were imputed. Odds

ratios were calculated to test whether the experiences of in-person and of digital

poly-victimization were related. Hierarchical regression was used to explore the

contribution digital poly-victimization experiences to a range of outcomes. In each

regression, we first entered age, gender, and household income, and then in the

second block, we added poly-victimization. Finally, in the third block, digital poly-

victimization was added to see if it made a contribution to psychological or health

status after controlling for in-person poly-victimization and demographic vari-

ables. We conducted this regression for five different outcome variables: post-

traumatic stress and anxiety/dysphoria symptoms, health-related quality of life,

subjective well-being, and spiritual well-being.

Results

Rates of in-person and digital poly-victimization

Most of our participants (84%) reported at least one form of in-person victimi-

zation during the course of their lifetime, with a mean of 4.03 lifetime victimiza-

tion types per person (SD = 3.38). Digital victimization was somewhat less

common in this sample, but still prevalent. Almost 3 in 4 participants (72.3%)

reported at least one digital victimization, with a mean of 1.86 different types of

victimization per person (SD = 1.92). Consistent with the poly-victimization

framework, participants reporting any in-person victimization were more as

likely to also report at least one type of digital victimization, odds ratio = 2.17

(95% confidence interval 1.30–3.60), p < .01. Approximately 3 in 4 (74.9%) of in-

person victims reported digital victimization, compared to 57.9% of those who

had not experienced in-person victimization.

Post-traumatic stress and anxiety/dysphoria symptoms and victimization

In the first block of the hierarchical regression for post-traumatic stress and

anxiety/dysphoria symptoms, age and income were both significantly related to

symptoms, in the inverse direction (see Table 1). Older participants and those

with higher incomes reported fewer symptoms than others. Poly-victimization

added significantly more variance, with a change (Δ) in R2 of 11.1%. As

predicted, a higher burden of in-person victimization was associated with higher

post-traumatic stress and anxiety/dysphoria symptoms in the past month.

Digital poly-victimization, in the third block, added significant additional var-

iance to the equation, although less variance than explained by in-person

victimization (change in R2 of 3% vs 11.1%). Income was no longer significant
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after controlling for digital poly-victimization. The total R2 for the full model

including all variables was 18.8%.

Health-related quality of life and victimization

In Block 1 of this hierarchical regression, age was inversely associated with

health-related quality of life, while household income was positively associated

with this outcome variable. Younger participants and those with higher house-

hold incomes reported higher health-related quality of life. Poly-victimization

was also inversely associated with health-related quality of life in the second

block, adding significantly more variance to the equation (ΔR2 = 4.8%). In the

third block, digital poly-victimization also added significantly more variance

(ΔR2 = 2.1%), with participants experiencing more digital victimization also

reporting lower levels of health quality. In the third block, age, household

income, and poly-victimization all remained significant. The full equation

accounted for 20.1% of the variance in health-related quality of life. See

Table 2 for regression results.

Subjective well-being and victimization

For subjective well-being, household income was positively associated with

subjective well-being in the first block, but age and gender were not significant.

In the second block, poly-victimization added significant additional variance

to the equation (ΔR2 = 3.7%) and was inversely associated with subjective well-

being. Digital poly-victimization added significant variance in the third block

Table 1. Hierarchical multiple regression analyses predicting post-traumatic stress and anxiety/
dysphoria symptoms.

Outcome: Symptoms

Predictor Total R2 ΔR
2 B β CI for B (95%)

Step 1 *** .047 .047

Age –.058 –.170*** –.091; –.026

Gender –.051 –.004 –1.194; 1.092

Household Income –.985 –.135** –1.674; –.297

Step 2 *** .158 .111

Age –.069 –.202*** –.100; –.039

Gender .212 .018 –.866; 1.290

Household Income –.664 –.091* –1.318; –.011

Poly-victimization .593 .337*** .437; .749

Step 3 *** .188 .030

Age –.068 –.198*** –.098; –.038

Gender .313 .026 –.748; 1.374

Household Income –.590 –.081 –1.233; .054

Poly-victimization .474 .269*** .310; .638

Digital Poly-victimization .601 .188*** .304; .897

Total R2 for full model .188

***p < .001, **p < .01, *p < .05. ΔR2 = change in percent of variance explained at each step.
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(ΔR2 = 3.9%; total R2 = 10.7%), with more digital poly-victimization associated

with lower subjective well-being. Household income and poly-victimization

remained positively and negatively associated with subjective well-being,

respectively. See Table 3 for regression results.

Family well-being and victimization

For family well-being, household income was positively related to family

well-being in the first block, but age and gender were not significant.

Poly-victimization added significantly more variance (ΔR2 = 7.8%), and as

Table 2. Hierarchical multiple regression analyses predicting health-related quality of life.

Outcome: Health-Related Quality of Life

Predictor Total R2 ΔR
2 B β CI for B (95%)

Step 1 *** .132 .132

Age –.047 –.191*** –.070; –.025

Gender –.028 –.003 –.814; .758

Household Income 1.614 .306*** 1.140; 2.088

Step 2 *** .180 .048

Age –.042 –.170*** –.064; –.020

Gender –.156 –.018 –.922; .611

Household Income 1.462 .278*** –.997; 1.927

Poly-victimization –.282 –.222*** –.393; –.171

Step 3 ** .201 .021

Age –.043 –.174*** –.065; –.021

Gender –.217 –.025 –.976; .542

Household Income 1.417 .269*** .957; 1.878

Poly-victimization –.211 –.166*** –.328; –.093

Digital Poly-victimization –.358 –.155** –.570; –.146

Total R2 for full model .201

***p < .001, **p < .01, *p < .05. ΔR2 = change in percent of variance explained at each step.

Table 3. Hierarchical multiple regression analyses predicting subjective well-being.

Outcome: Subjective Well-Being

Predictor Total R2 ΔR
2 B β CI for B (95%)

Step 1 ** .031 .031

Age .008 .056 –.006; .023

Gender .307 .059 –.194; .809

Household Income .518 .163** .215; .820

Step 2 *** .068 .037

Age .011 .074 –.003; .025

Gender .238 .046 –.255; .732

Household Income .440 .138** .140; .739

Poly-victimization –.148 –.194*** –.220; –.077

Step 3 *** .107 .039

Age .010 .069 –.003; .024

Gender .189 .036 –.296; .673

Household Income .401 .126** .107; .694

Poly-victimization –.089 –.117* –.164; –.015

Digital Poly-victimization –.298 –.214*** –.434; –.163

Total R2 for full model .107

***p < .001, **p < .01, *p < .05. ΔR2 = change in percent of variance explained at each step.

JOURNAL OF TRAUMA & DISSOCIATION 391



predicted, poly-victimization was associated with lower family well-being. In the

third block, digital poly-victimization also added significant variance (ΔR2 = 3.5%)

andwas inversely associatedwith familywell-being, resulting in a total R2 of 15.1%.

Household income remained positively associated, and poly-victimization

remained inversely associated with family well-being in the third block. See

Table 4 for regression results.

Discussion

In this community sample, digital poly-victimization is a significant component of

the true burden of victimization. Analyses indicated that digital poly-victimization

contributed unique variance to post-traumatic stress and anxiety/dysphoria symp-

toms and three other outcome variables, even after controlling for in-person

poly-victimization and demographic characteristics. This was largely consistent

with predictions. Digital victimization (mono- or poly-victimization) was also a

prevalent experience, with almost 3 in 4 respondents reporting at least one type of

digital victimization experience. Qualitative data also supported the premise that

there are a wide range of types of digital victimization that people experience. Also

consistent with predictions, those with an in-person victimization history were

more likely to experience at least one digital victimization than those who reported

no in-person victimizations (74.9% versus 57.9%). Asmore crimemoves online, it

will become increasingly important to recognize the impact of digital poly-victi-

mization, including not only cyberbullying but other widespread forms of digital

victimization, such as online fraud and identity theft (Tcherni et al., 2016). A

comparison of the bivariate and multivariate analyses suggests that some of the

Table 4. Hierarchical multiple regression analyses predicting family well-being.

Outcome: Family Well-Being

Predictor Total R2 ΔR
2 B β CI for B (95%)

Step 1 ** .038 .038

Age –.005 –.034 –.018; .009

Gender .167 .034 –.301; .634

Household Income .584 .197*** .302; .866

Step 2 *** .116 .078

Age –.001 –.007 –.014; .012

Gender .073 .015 –.377; .523

Household Income .479 .161** .207; .752

Poly-victimization –.202 –.282*** –.267; –.137

Step 3 *** .151 .035

Age –.002 –.011 –.014; .011

Gender .027 .006 –.415; .469

Household Income .447 .151** .179; .715

Poly-victimization –.150 –.210*** –.219; –.082

Digital Poly-victimization –.262 –.201*** –.385; –.138

Total R2 for full model .151

***p < .001, **p < .01, *p < .05. ΔR2 = change in percent of variance explained at each step.
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variance in post-traumatic stress and anxiety/dysphoria symptoms is similar for

in-person and digital victimization. The bivariate correlations with post-traumatic

stress and anxiety/dysphoria symptoms were similar for both scales (.31 and .34).

However, the multivariate results indicate that digital victimization has a unique

impact beyond the more typically measured in-person victimization. This is

consistent with current thinking on poly-victimization, which suggests that the

number of distinct violations—especially different settings and different perpe-

trators— has the largest impact on post-traumatic stress and anxiety/dysphoria

symptoms. As more of our interactions move online, it is important that research

captures this domain where vulnerability is high. As far as we are aware, this is the

first study to show that digital poly-victimization is uniquely associated with post-

traumatic stress and anxiety/dysphoria symptoms and other outcomes.

The finding that digital poly-victimization is adding significantly to

individuals’ victimization burdens is largely consistent with more siloed

research on the burden of online crime (Jones, Mitchell, & Finkelhor, 2012;

Kowalski & Limber, 2013). Some have even suggested that the much-vaunted

reduction in crime could be eliminated if a full reckoning of digital victimi-

zation was included in crime rates (Tcherni et al., 2016). The high rates of

reporting both in-person and online victimization are also consistent with

research indicating that, like other research into the web of violence (Hamby

& Grych, 2013), many people are being victimized via both modalities

(Mitchell & Jones, 2015).

This study also adds to the limited evidence base of the digital victimization

experiences of rural, low-income residents. Although some people with lower

incomes have less technology experience (A. Smith, 2013), it is a misconception

that people living in a rural area would not be apt to experience any digital

victimization. Our study demonstrates that people in rural residences experience

digital poly-victimization at high rates and that it contributes to their overall

burden of victimization. Rural and low-income populations should not be

excluded from studies involving digital poly-victimization; it is our hope that

future studies will work to develop prevention efforts to combat digital

poly-victimization in all populations.

Strengths and limitations

The results of this study should be considered in light of the strengths and

limitations of the project. To our knowledge, this is the first study to examine

the unique contribution of digital poly-victimization, beyond in-person

poly-victimization, on post-traumatic stress and anxiety/dysphoria symptoms

and a variety of other outcome measures. It is also one of the few to study online

victimization in residents of rural Appalachia. Appalachia, one of the largest

low-income regions of the United States, is an under-studied region that can be
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hard to access for outsiders (Woodard, 2011), and our large community sample

from this area is a strength. However, at the same time, the region has unique

demographic characteristics, such as below average income relative to the rest of

the United States and less racial and ethnic diversity than many regions of the

country. Although we believe our sampling strategy effectively recruited many

people who seldom participate in survey research, the non-random sample may

have unknown biases. This was a cross-sectional study, which is an appropriate

and cost-effective means of exploring new ideas, but would benefit from replica-

tion in a longitudinal study. It included a broad range of ages, from adolescence

through adulthood. The creation and adaptation of numerous strengths measures

in the context of digital-poly-victimization for a low-income community sample

involving youth as young as age 12 also is a strength. Though not included in our

version of digital victimization, malicious sexting should also be addressed by

future research. Prior work has found that sexting is considered a risky behavior,

and when sexting coercion is involved, it has been found to have a negative impact

on mental health (Mitchell et al., 2012; Ross, Drouin, & Coupe, 2016). It would be

worthwhile for future research to investigate the recency and severity of digital

victimization as possible factors affecting the impact. Further research is needed to

determine whether specific types of digital victimization are responsible for its

association with distress (as opposed to the cumulative score used in these

analyses).

Research and clinical implications

As patterns of crime change due to the growing prevalence of Internet and

online activities, researchers and clinicians should enhance their assessment

tools in order to provide coverage of issues regarding digital poly-victimiza-

tion. Most immediately, we encourage professionals to add questions on digital

experiences to any assessment of victimization, and to further explore the links

between in-person and digital poly-victimization. Clinicians should be aware

that digital victimization is a common experience that has probably affected

many of their clients, at least as mono-victims and in many cases as poly-

victims too. Any assessment should include the full range of types of digital

victimization, including financially motivated victimizations as well as inter-

personal offenses, in order to adequately capture the true burden of victimiza-

tion. Measures that are limited to cyberbullying are not sufficiently capturing

digital poly-victimization. Our estimates of digital poly-victimization are

almost twice as high as recent estimates based primarily on cyberbullying

and harassment (Duggan, 2017)

Regarding prevention and intervention, there are many efforts to teach

“media” skills regarding fake news and other challenges. We should be

teaching youth and other less experienced computer users basic skills in

recognizing cons and frauds. Although we did not directly assess fraud
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attempts that did not lead to victimization, based on our own experiences, we

assume that this is a regular experience for most individuals. Skills in

navigating fraudulent offers is a new basic skill that should be required

content in schools and in violence prevention programming. As more and

more of our daily interactions migrate to online and other digital modalities,

it is essential that violence research, prevention, and intervention keep pace

with these social changes.
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Appendix 1

Digital Victimization Scale

The next questions ask about people who have contacted you online or on your phone.

We mean anyone who contacted you over a phone, email, app, computer, or other device.

1. Someone tricked me into giving personal information over my phone, tablet, or computer.

2. Someone stole information or money from me by “hacking” or breaking into an online

account.

3. I have been upset by ads or offers that seem to have personal information about me.

4. I have been upset by the amount of information that I have to share to get apps or

programs I need.

5. Someone caused problems for me when they pretended to be me online.

6. Someone caused problems for me when they used my log-in without permission.

7. Someone caused problems for me when they said mean things about me online.

8. Someone caused problems for me when they forwarded embarrassing text messages or

pictures.

9. Someone caused problems for me when they tracked my location online.

10. Someone caused problems for me when they told lies or spread rumors about me online.

11. Someone caused problems formewhen they keptmeout of online groups or groupmessages.

Note: All items were scored on a two-point scale as either “yes” or “no.” Copyright 2017

Sherry Hamby, Elizabeth Taylor, Alli Smith, Zach Blount, Lisa Jones, and Kimberly

Mitchell. Reprinted by permission.

Appendix 2

Post-traumatic Stress and Anxiety/Dysphoria Symptoms Scale

These statements describe things that people sometimes think, feel, or do. Please say how

true each sentence has been for you in the last month.

1. Feeling lonely in the last month.

2. Feeling sad in the last month.

3. Feeling like shouting at people in the last month.

4. Feeling stupid or like a bad person in the last month.

5. Feeling like I did something wrong in the last month.

6. Feeling worried or anxious in the last month.

7. Trying not to think in the last month.

8. Remembering upsetting or bad things that happened in the last month.

Note: All items were scored on a four-point scale ranging from “never” to “almost all the time.”

Copyright 2017 Sherry Hamby and Elizabeth Taylor. Reprinted by permission.
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