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Research on cyber-victimization has primarily focused on cyberbullying conducted in
urban and suburban (metropolitan) settings. We explore a range of cyber-victimizations,
including financially motivated offenses and cyberbullying, and their associations with
current psychological and health status in a nonmetropolitan sample from southern
Appalachia. The forms of cyber-victimization were drawn from focus groups and inter-
views, and then self-report data on 14 types of cyber-victimization were collected from
478 individuals (57.1% female; age M = 36.44, SD = 16.61). Approximately 3 out of
4 participants (74.7%) reported experiencing at least one cyber-victimization. Cyber-
victimization made many participants feel “very upset” (average 55.7%). Many forms of
cyber-victimization were associated with elevated trauma symptoms, and lower subjec-
tive well-being and health-related quality of life. Cyber-victimization is common in this
southern Appalachian community, with financially motivated incidents leading to higher
prevalence rates than found in many other studies. In these data, numerous specific types
of victimization, including cyber-theft, fraud, and legal-but-intrusive privacy invasions,
were associated with worse psychological and physical health. More research is needed on
technology-mediated victimization and these types of victimization should be more rou-
tinely included in violence assessments.
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A s people become more reliant on digital technology such as computers, tablets,
and cell phones (Pew Research Center, 2017a), victimization has become more
technologically based (Tcherni et al., 2016). Perpetrators constantly develop new,

innovative, and anonymous ways to access people’s money and personal information and
find ways to stalk or bully them (Aimeur & Schonfeld, 2011; Jones et al., 2013). For cyber-
bullying, it is well established that online bullying has serious psychological consequences,
much like in-person bullying (Hinduja & Patchin, 2010; Kowalski et al., 2014). However,
other forms of cyber-victimization, that is technologically mediated victimization using
devices as such as computers or cell phones, have received less research attention. Cyber-
victimization is a subset of victimization, which are intentionally committed, unwanted,
nonessential, and harmful experiences (Hamby, 2017). The constantly evolving nature of
technology and digital behavior requires researchers to continually evaluate the ways that
technology is involved in victimization. There have been numerous calls to better identify
the full range of victimizations that people experience in order to better understand the
impact of victimization on psychological and physical functioning (e.g., Finkelhor et al.,
2007; Hamby, Schultz, & Elm, 2020). The purpose of this article is to explore a range of
different cyber-victimizations in a southern Appalachian, nonmetropolitan region, using
cyber-victimizations that were identified in qualitative work and then followed with a sur-
vey. The study examines the association of multiple cyber-victimization types with mul-
tiple indicators of psychological and physical health, expanding the range of indicators
considered, including not only psychological symptoms but also measures of subjective
well-being and physical health-related quality of life.

EXISTING KNOWLEDGE ON CYBER-VICTIMIZATION

As of 2016, 88% of U.S. adults use the Internet and 77% use a smartphone (Pew Research
Center, 2017a), making the vulnerability to cyber-victimization nearly ubiquitous. Cur-
rent estimates suggest that cyberbullying and online harassment alone affect as many as
two out of five people in the United States (Duggan, 2017). There has been considerable
research on cyberbullying and related forms of online harassment, especially among youth
(Hinduja & Patchin, 2008; Ševčíková et al., 2012; Wang et al., 2009). This research shows
that cyberbullying is a negative and traumatizing experience and is associated with imme-
diate upset as well as suicidal ideation, trauma symptoms, and other longer-term adverse
outcomes (Hinduja & Patchin, 2010; Staude-Müller et al., 2012). Recent research has also
shown adverse impacts on subjective well-being (Heiman et al., 2017; Tan, 2016).

Research on cyberbullying has also contributed to a better understanding of what consti-
tutes victimization, as it has been increasingly recognized that online insults, harassment,
and other unwanted communication have similar effects as in-person equivalents (Hinduja
& Patchin, 2010). Thus, research on cyberbullying has been part of a trend recognizing that
victimization does not require an in-person confrontation and that the mode of offending
is not a key factor driving impact. It is now widely accepted that cyberbullying and other
forms of online harassment are important forms of victimization (Duggan, 2017).

Identity Theft and Other Financially Motivated Offenses

Like bullying, other victimizations that can occur offline can also occur online. Finan-
cially motivated cyber-victimizations include identity theft, monetary theft, and fraudulent
Pdf_Folio:252
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or misleading solicitations, and can take many forms, such as stealing someone’s financial
information, using someone’s social security number, or using scams or frauds of various
types to trick people into handing over money or information (Aimeur & Schonfeld, 2011).
The goal of these behaviors is typically monetary gain but can also include other motives
such as evading the authorities. Formal complaints regarding financially motivated scams
are at a very high level, reaching 22,000 per month, according to federal U.S. data (Internet
Crime Complaint Center, 2014). Surprisingly, despite the public interest in these types of
crimes, the research base on them is rather limited.

Even today, most research on victimization pays insufficient attention to financially
motivated cyber-victimization (Tcherni et al., 2016). This is unfortunate, especially with
the shifting profiles of crime. Online crime may account for as much as half of all criminal
incidents in a year and the shift from offline to online crime may explain apparent declines
in crime according to some surveys which only assess offline crime (Caneppeli & Aebi,
2017). It is now estimated that the financial costs of online crime outstrip in-person thefts
(Tcherni et al., 2016). That is not the only adverse impact of online crime. Existing data,
albeit limited, suggest that these victimizations are associated with high levels of psycho-
logical distress and other adverse impacts, with some victims falling within the clinical
range of depression and anxiety (Button et al., 2009; Sharp et al., 2003). Recent research
has also shown that these other forms of cyber-victimization can have adverse effects on
subjective well-being (Kaakinen et al., 2018). Most other existing documentation is limited
to case studies (e.g., Deem, 2000) or items on financial loss embedded in longer surveys
on online victimization (González & Orgaz, 2014; Mitchell et al., 2009). Research on the
impact of in-person identity theft and fraud is also relatively scarce, but largely consistent
with the few studies on cyber-theft and fraud (e.g., Glodstein et al., 2010). Some scholars
have suggested that victim-blaming attitudes about susceptibility to online fraud are one
cause of inattention to this problem (Cross, 2015). Despite the widespread prevalence of
these offenses, little is known about specific types of cyber-theft and fraud.

Incorporating Cyber-Victimization Into a Comprehensive
Model of Victimization

In recent years, much influential research on victimization has adopted comprehensive,
wide-ranging models for assessing and defining victimization. These include the polyvic-
timization framework and the adverse childhood experiences approach (Felitti et al., 1998;
Finkelhor et al., 2007; Hamby & Grych, 2013), both of which emphasize the cumulative
burden of violence. Early approaches to this work began by incorporating types of victim-
ization that were already well studied, such as caregiver maltreatment and in-person phys-
ical bullying. However, as these lines of research have progressed, it has been increasingly
recognized that these “classic” victimization types do not capture the full burden of adver-
sity for many people, and there have been efforts to better incorporate the true full range
of victimizing experiences, for example by better incorporating peer and community vio-
lence (e.g., Cronholm et al., 2015; Wade et al., 2014; Hamby & Grych, 2013). With this
study, we hope to contribute to this work with respect to the increasing phenomenon of
cyber-victimization.

There is a long history of acts that were previously considered trivial being redefined as
victimizing, including bullying and even domestic violence and child abuse. Historically,
evidence of elevated trauma symptoms and similar adverse outcomes have been one of the
main scientific approaches to demonstrating that acts should be considered victimizations,
Pdf_Folio:253
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especially including acts that may not cause serious physical injury, such as child sexual
abuse and spanking (Dallam et al., 2001; Gershoff &Grogan-Kaylor, 2016). Trauma symp-
toms are also one of the main outcome indicators of much epidemiology on violence and
victimization (e.g., Hamby et al., 2016).

Just as bullying, sexual harassment, and even family violence were neglected topics in
early research on violence, even today there has been little attention to other sorts of finan-
cially motivated privacy intrusions, such as receiving solicitations that indicate that a com-
pany has been tracking your search history or knows your current debt status. These are also
unwanted and nonessential intrusions for many people, and are intentional actions by the
companies that pursue them (that is, they are not coincidentally or accidentally promoting
the exact same shirt you looked at online the day before). Given that these privacy intru-
sions meet some elements of violent acts—they are intentional, unwanted, and nonessen-
tial—it is important to establish whether they are associated with any harms. Qualitative
research in this community found that these sorts of invasions were frequently mentioned
as problematic and distressing (Hamby et al., 2018).

Another challenge in documenting cyber-victimization has been the fast-paced nature
of technological change. Many research studies reference out-of-date terms and platforms,
such as chat rooms, Myspace and Instant Messaging, which, while still in existence, have
become arguably irrelevant in the age of Facebook, Snapchat, Instagram, and Amazon
Prime (e.g., Bhat, 2008; Hinduja & Patchin, 2010; Kowalski & Limber, 2007). Most impor-
tantly, smartphones have become the main device and source of Internet access for many
individuals (Pew Research Center, 2017a), and some technology-mediated victimizations
happen via texting or mobile applications, which people may not identify as “online” or
even computer based. Thus, it is important to develop measures that focus on the nature of
the victimization, which generally fall into established categories of interpersonal abuse,
fraud, and theft, and to study these in ways that are flexible when the specific names and
types of programs or hardware change.

Technology Use in Southern Appalachian and Rural Communities

Relatively little is known about patterns of cyber-victimization in rural and nonmetropoli-
tan communities (communities outside cities and their suburbs), and even less on those
specifically in southern Appalachia. In rural areas, scarcity of Wi-Fi hotspots and cell
phone towers can make access to technology difficult. According to the Pew Research Cen-
ter (2017a), compared to individuals living in urban or suburban areas, people living in
the rural, nonmetropolitan United States are two times more likely to not use the Internet.
Qualitative work has found that specifically in rural Appalachia, some residents are resis-
tant to the privacy compromises demanded by modern technology (Hamby et al., 2018).
Nonetheless, digital technology use is growing in the rural United States and is reported
by a majority of rural residents (Pew Research Center, 2017b). As technology and internet
use continues to rise in rural areas of the United States, these communities will become
greater consumers of digital information, experience more enhanced connectivity to other
communities around the world, and, unfortunately, will likely experience growing rates of
cyber-victimization. More research needs to ensure that the evidence base includes indi-
viduals living in nonmetropolitan areas, to ensure our knowledge base reflects all internet
and technology users.
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The Current Study

This study addresses several gaps in the research, including the limited information on
financially motivated cybercrimes, the limited range of examined impacts, and the lack
of data from Appalachia or other similarly insular communities. To add to the knowledge
base, this study examined different types of cyber-victimization, including not only cyber-
bullying but also several forms of financially motivated offenses, in a large rural and non-
metropolitan community sample from southern Appalachia. To identify the types of cyber-
victimization experiences that were most of concern in this community, we first conducted
focus groups and interviews to craft items and then developed a survey to assess them in a
larger sample. We also expanded the number of correlates explored compared to previous
literature, by examining upset immediately after the incident, current trauma symptoms,
subjective well-being, and physical health-related quality of life. Prior research on this
sample has indicated that the overall burden of digital victimization impacts participants
(Hamby, Blount, et al., 2018) but there has been little prior study of whether this is true
for all types of digital victimization or only specific subtypes. Finally, this study expands
the data available from nonmetropolitan samples and data relying primarily on in-person
recruitment strategies, which avoids skewing samples towardmore experienced technology
users. We hypothesized that cyber-victimization, including financially motivated incidents,
would be associated with all indicators of adverse functioning.

METHOD

Participants

Data were collected from 478 participants, aged 12–75 years old (M = 36.44, SD = 17.61);
ages 12–17 (8.7%), ages 18–29 (37.2%), ages 30–44 (21.4%), 45–59 (19.5%), and ages
60–75 (13.2%) from rural and nonmetropolitan communities in the southern Appalachian
region of the United States, who completed a broader survey on digital privacy and secu-
rity and character development in 2016. Over half (57.5%) of participants were female.
Most (84.9%) of the sample identified as White/European American (non-Latino), 5.7%
described themselves as African American/Black (non-Latino), 4.0% as more than one
race, 3.6% as Latino/Latina (any race), 0.8% as Asian (non-Latino), and 0.8% Ameri-
can Indian/Alaska Native (non-Latino). Almost one-third of survey participants (29.3%)
reported an annual income under $20,000 per year, 33.3% reported earning $20,000 to
$50,000, and 37.4% reported earning $50,000 or more. Slightly more than half (54.6%)
of participants lived in rural areas of southern Appalachia, with populations of less than
2,500 people, 32.7% reported living in small towns (nonmetropolitan) with a population of
2,500–20,000 people, and others (12.7%) lived in more populous areas.

In terms of technology access, most participants (98.3%) owned at least one device or
shared one with family members, with the most common report being personal ownership
of a smartphone without sharing with others (75.3%). This figure does not include access at
workplaces, schools, and public libraries. The personal smartphone figure is very similar to
the 77% reporting owning a smartphone in a recent national survey (Pew Research Center,
2017b). However, somewhat fewer participants in this relatively low-income sample report
owning some sort of desktop or laptop computer than those in a recent national survey
(67.7% in this sample vs. 78% in PewResearch Center, 2017b), indicating that more people
Pdf_Folio:255
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in this community are “smartphone dependent”—their phone is their primary access to the
Internet. The participants in this sample are somewhat less intense users of some forms
of technology. Consistent with being a more smartphone-dependent sample, 14% reported
using a computer only a few times in their whole life, while another 8.9% reported using
computers some but less than once a week, on average, indicating that approximately one in
four participants are light users of computer-based technology. For example, 8.1% reported
not using e-mail, and another 7.9% reported checking their e-mail less than once a week
(84% checking their e-mail at least once a week on any device), but a recent national survey
found that 88% of the sample checked e-mail just on their smartphones at least once a week
(Smith, 2015).

Procedure

Participants were recruited through a range of advertising techniques. Most participants
(65.7%) were recruited through word-of-mouth. Recruitment at local community events,
such as festivals and county fairs, was the second most productive strategy, accounting
for 21.3% of participants. The remaining 13% of participants were recruited through var-
ious other strategies, such as website advertisement and through local community organi-
zations. This range of recruitment strategies, which resulted in 96% of the sample being
recruited through in-person techniques, allowed us to reach segments of the population
who are rarely included in psychological research, including those with limited Internet
experience. The overall completion rate was 94%; technical problems and time limitations
at events kept some individuals from completing the survey. The survey was administered
as a computer-assisted self-interview, using the Snap11 software platform on computer
tablets. Three individuals (0.59% of participants) could not read, so these participants com-
pleted the survey as an interview. On average, the survey took 31 minutes to complete.
Each participant received a $20 Walmart gift card and was provided with information on
local community resources. Informed consent, including parental consent and youth assent
for minors, was obtained for all participants. All procedures were IRB approved.

Measures

Missing data were very low (0%–2.3%), with the exception of household income, which
was 7.5%, well under the recommended levels of Bennett (2001). Following standard data
practices, missing data were imputed based on the responses to other items on the same
scale but were not imputed for behavioral reports. Further details on each measure are
below.

Cyber-Victimization. Cyber-victimization was assessed with 14 items (similar to
those used by Duggan et al., 2014) a range of digital or cellphone-based adverse experi-
ences, including cyberbullying (6 items) and cyber-theft, fraud, and privacy invasions (8
items). The instructions read: “The next questions ask about people who have contacted you
online or on your phone. We mean anyone who contacted you over a phone, e-mail, app,
computer, or other device.” These instructions were provided to specifically draw atten-
tion not only to online/computer-based incidents, but also to those that happened over a
cell phone or other devices. See Table 1 for a description of the items for complete word-
ing. The items were developed through a three-stage mixed methods process, with the most
common and salient experiences first identified in focus groups, then vetted in individual
in-depth interviews (see Hamby, Taylor, et al., 2018, for details on the qualitative research),
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and finally revised and incorporated into the survey. One goal was to expand the items
beyond the domain of cyberbullying. Item responses were assessed as “yes” or “no.”

Reactions to Cyber-Victimization. If participants reported experiencing a type of
cyber-victimization, they were then asked to report how upset they felt after experiencing
that form of cyber-victimization. Participants’ reactions to these cyber-victimizations were
assessed on a three-point scale from “not at all upset” to “very upset.” This is similar to the
incident reaction question that has been used in the National Survey of Children’s Expo-
sure to Violence (Hamby et al., 2013).

Trauma Symptoms. Eight psychological symptoms associated with post-traumatic
stress disorder and other anxiety and mood disorders (adapted from Briere, 1996; Finkel-
hor et al., 2007) were assessed on a four-point scale from “never” to “almost all the time,”
anchored in zero. Sample items include “Feeling lonely in the last month,” and “Feeling
stupid or like a bad person in the last month.” Scores were standardized and combined into
one scale score, with a mean of 0 and SD of 1, with higher scores indicating more trauma
symptoms. Internal consistency was .89 and convergent validity, in the form of correla-
tions with theoretically related constructs, has been established in other samples (author
citation).

Subjective Well-Being (Hamby et al., 2018). Four items assessing one’s satisfaction
with the quality of life were developed using focus group and interview input, as well as a
review of other measures (Battista & Almond, 1973; Diener et al., 1985; Pavot & Diener,
1993; Pearlin & Schooler, 1978; Rosenberg, 1965;). A sample item is “I am happy with
myself.” Responseswere based on a four-point scale from “not all true aboutme” to “mostly
true about me.” Scores were summed and then standardized, with a mean of 0 and SD of 1,
with higher scores indicating more subjective well-being. Internal consistency was .87, and
the bivariate correlations with post-traumatic growth and trauma symptoms were .52 and
−.43, respectively. Other convergent validity, in the form of correlations with theoretically
related constructs, has been established in other samples (Hamby et al., 2018).

Physical Health-Related Quality of Life. Five items assessing physical health and
well-being were adapted from the 14-item “Healthy Days Measure” used by the U.S. Cen-
ters for Disease Control and Prevention (Centers for Disease Control and Prevention, 2000).
We selected items which broadly assess physical health: three from the Healthy Days Core
module, one from the Activities Limitation module, and one from the Healthy Days Symp-
toms module. Items use a five-point scale measuring frequency with the past 30 days, rang-
ing from “0 days” to “Every day or almost every day,” except for the item on self-reported
general health which ranged on a five-point scale from “poor” to “excellent.” A sample
item is, “During the past 30 days, howmany days was your physical health, which includes
physical illness and injury, not good?” Scores were summed and then standardized, with a
mean of 0 and SD of 1, with higher scores indicating higher health-related quality of life.
Internal consistency was .79. Convergent validity has been established in other samples
(Hamby et al., 2018).

Demographics included items that asked about age, gender, household income, and
ownership and use of technology devices.

Data Analysis

Descriptive statistics were used to describe the sample and to determine the frequency
with which participants experienced different forms of cyber-victimization, as well as how
often participants claimed they were or were not upset by these experiences. We also report
Pdf_Folio:257
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bivariate correlations among the variables. Analyses of covariance (ANCOVAs) were con-
ducted to determine whether significant differences in reported trauma symptoms, physical
health, and subjective well-being (all measured at the scale level) existed between those
who did and did not experience each form of victimization, after adjusting for age, gender,
and household income. All statistical analyses were conducted using SPSS version 25.

RESULTS

Frequencies of Victimization

Approximately three out of every four participants (74.7%) reported experiencing at least
one form of cyber-victimization.

Financially Motivated Cyber-Theft, Fraud and Privacy Invasions. More than two-
thirds of participants (68.6%) reported experiencing at least one form of financially moti-
vated victimization. Two forms of cyber-theft were relatively rare (reported by less than
5%) of the sample, but still affected a notable proportion of the population: getting tricked
into giving money and getting tricked out of credits or money in an online game (see Table
1). In contrast, privacy intrusions were more commonly reported: 52.0% of victims expe-
rienced apps or programs that demanded more information than people wanted to share in
order to access them, and 35.6% of victims received solicitations that included personal
information (such as obtained from search history). Most other items were reported by 6%–
13% of the sample, including various forms of digital identity theft, fraud, and stalking.
These indicate a substantial public problem.

Cyberbullying/Harassment. Two out of every five participants (40.6%, n = 194)
reported experiencing at least one type of cyberbullying victimization or similar form of
interpersonal harassment. The most common form of cyberbullying was getting sent large
numbers of unwanted messages, reported by more than one in four (Table 1). The least
common was being kept out of an online group, with most forms of cyberbullying reported
by 9%–15% of the sample.

Participants’ Immediate Distress After Cyber-Victimization

Financially Motivated Cyber-Theft, Fraud, and Privacy Invasions. On average, more
than half of participants (58.0%) reported being “very upset” after a financially motivated
victimization. Although being tricked into giving money was the least common form of
cyber-theft, it was the most upsetting type, as 81.8% of people who experienced this vic-
timization were “very upset” by it. Having one’s information or money stolen from hacking
was the second most upsetting form of victimization, as 77.2% of individuals experiencing
this victimization were “very upset.” Moreover, those who reported being tricked into giv-
ing personal information, a form of cyber-theft, left 64.9% of people feeling “very upset.”
Having to share too much information to get needed apps or programs, which was the most
common form of privacy invasion reported by victims, was the least upsetting, with 28%
of people experiencing this victimization reporting that they were “very upset,” although
only 2.8% of people said that this invasion of privacy did not upset them at all. See Table 1.

Cyberbullying. The most upsetting cyberbullying victimization was having someone
tell lies or spread rumors online, as 67.2% of victims were “very upset.” The second most
distressing form of cyberbullying was getting impersonated online, which 66.7% of victims
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described as very upsetting. The least upsetting form of cyberbullying was also the item
least likely to have been experienced by participants (being kept out of online groups), as
22.9% of participants experiencing this victimization were “very upset” (though 0% said
this experience did not make them feel upset at all). See Table 1.

TABLE 1. Prevalence Rates and Percentages of Individuals “Very Upset” After
Cyber-Victimizations

Percentage (%) of victims

Prevalence
rate (%)

Who were
“very upset”

Cyber-theft, fraud, or privacy invasion

Apps or programs demanding too much information 52.0 28.0

Ads or offers that include personal information 35.6 34.5

Someone used my login without my permission 12.7 61.7

Tricked into giving personal information 12.4 64.9

Information or money stolen from hacking 12.1 77.2

Someone tracked my location online 6.7 53.3

Tricked out of items, money, or credits in an
online game

3.4 62.5

Tricked into giving money 2.3 81.8

At least one financially motivated cyber-victimization 68.6

Average percentage “very upset” across financially
motivated incidents

58.0

Cyberbullying/harassment

Someone sent me a lot of messages that
I didn’t want

26.7 39.7

Someone said mean things about me online 14.5 61.8

Someone told lies or spread rumors about me online 12.9 67.2

Someone forwarded embarrassing texts or pictures 12.1 57.9

Someone pretended to be me 9.6 66.7

Someone kept me out of online groups 7.5 22.9

At least one cyberbullying victimization 40.6

Average percentage “very upset” across bullying
incidents

52.7

Any cyber-victimization 74.7

Average percentage “very upset” across all incidents 55.7Pdf_Folio:259
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Cyber-Victimization and Current Psychological and Health Status

Correlations among forms of cyber-victimization, indicators of psychological and health
status, age, gender, and household income are reported in Table 2. Age, gender, and house-
hold income were generally more closely correlated with indicators of psychological and
health status

Financially Motivated Victimization. Several financially motivated acts were associ-
ated with elevated trauma symptoms, poorer health-related quality of life, and lower sub-
jective well-being, after adjusting for age, gender, and household income. This included
some forms of privacy invasions that are currently legal but were still associated with higher
levels of trauma symptoms and reports of poorer health and subjective well-being. People
who reported any lifetime experience of receiving ads or offers with personal information
or apps or programs that required too much information in order to use scored significantly
higher on our trauma symptoms scale than people not reporting these. The largest effect
size was for the association between receiving ads or offers with personal information and
trauma symptoms, which explained 6% of the variance in trauma symptoms (see Table
3). Similarly, having information or money stolen from hacking and having one’s location
tracked online were associatedwith significantly lower scores onmultiple indicators of psy-
chological and health status, after controlling for age, gender, and income. Someone using
respondent’s login without permission was not significantly associated with any outcome.
Being tricked into giving personal information was not associated with adverse psycholog-
ical and health status. Having been tricked out of value in an online game or tricked out
of money were not associated with psychological and health status, although for these two
types of incidents, this could be due in part to floor effects from low base rates for the two
items. All means and standard deviations were in the hypothesized direction. See Table 4.

Cyberbullying/Interpersonal Harassment. All cyberbullying items were signifi-
cantly associated with higher reports of trauma symptoms, and several were also associ-
ated with other indicators of psychological and health status. Respondents who reported
someone had said mean things online, had someone pretend to be them, and kept them out
of online groups had lower scores on all three indicators of psychological and health sta-
tus. The largest effect size was between reporting someone had said something mean about
them online and trauma symptoms, explaining 7% of the variance in trauma symptoms. See
Table 3. Spreading rumors and forwarding embarrassing texts or pictures were associated
with lower subjective well-being as well as higher trauma symptoms. See Table 4.

Given the wide age range of the sample, we also explored moderation of age for the
association between cyber-victimization and trauma symptoms but found no significant
moderator effects for age (all p > .05).

DISCUSSION

The results of this study demonstrate that many forms of online abuse, theft, fraud, and
intrusiveness are associated with poorer psychological and physical health. To our knowl-
edge, this is the first study to document associations of several different forms of financially
motivated offenses with multiple indicators of distress and functioning, including immedi-
ate upset after the incident, subjective well-being, trauma symptoms, and physical health-
related quality of life. Even for cyberbullying and online harassment, much more widely
studied phenomena, this study is among the first to demonstrate that the adverse correlates
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of victimization extend beyond trauma symptoms to lower subjective well-being and lower
health-related quality of life (after controlling for age, gender, and household income).
Recent conceptual work on polyvictimization, adverse childhood experiences, and related
approaches has called for more comprehensive assessments of victimization burden (Felitti
et al., 1998; Finkelhor et al., 2007; Wade et al., 2014; Hamby et al., 2020). These data
suggest that many forms of cyber-victimization create burdens on psychological and
health status that may warrant their inclusion in our understanding of the full scope of
victimization.

Perhaps most surprisingly, based on our prior qualitative work (Hamby, Smith, et al.,
2018), we included indicators of legal but still intrusive privacy invasions. In our qualitative
work, we found many people expressed distress over increasingly common incidents such
as receiving advertisements that show a knowledge of an individual’s prior search history
or credit record, and being required to disclose a great deal of personal information in order
to get access to desired programs or “apps.” These were the two most common incidents
in our survey of 14 types of cyber-victimization, and both were associated with all three
indicators of current psychological and health status, trauma symptoms, lower subjective
well-being, and lower health-related quality of life. If replicated, these findings may call
for a reconsideration of what sorts of online and cell phone experiences are contributing
to people’s total burden of victimization. The perception that these are harmless or minor
hassles is not borne out by these data, at least in this community.

Our results are consistent with numerous studies on cyberbullying (Duggan, 2017; Hin-
duja & Patchin, 2008; 2010; Kowalski et al., 2014), while also extending previous findings
to health-related quality of life and subjective well-being. The literature on the impact of
cyber-theft and fraud is relatively limited in comparison, but our findings are consistent
with existing research (Button et al., 2009; Kaakinen et al., 2018; Sharp et al., 2003). Many
of these studies have relied on the same indicators that are common in the broader field
of violence research to show that experiences should be considered victimization. Trauma
symptoms are one of the main outcome indicators in the field and have especially been
relied upon for types of offenses that either rarely produce physical injury or for which
some normative acceptance has existed at some point in history (e.g., Dallam et al., 2001;
Gershoff & Grogan-Kaylor, 2016). There is little doubt that the cyber intrusions studied
here (apps or programs demanding too much information or ads or offers that include per-
sonal information) are conducted intentionally, are not necessary, and are unwanted by the
recipient. If they are, as indicated in these data, also harmful to the recipients, then they
meet criteria for a victimization (Hamby, 2017).

The rates of cyberbullying and other interpersonal harassment victimizations reported
here are very similar to national data collected the same year—approximately 40% (Dug-
gan, 2017). However, data that only focus on online harassment appears to be substan-
tially undercounting cyber-victimization experiences, because more than two in three par-
ticipants experienced some financially motivated cyber-victimization, leading to approx-
imately three in four participants reporting some form of cyber-victimization. Some of
these incidents may be more common in our sample. A previous national study found that
less than 1% reported losing money or personal property online (Mitchell et al., 2013), but
we found that approximately 12% had information or money stolen through hacking, 3%
lost value in online games, and 2% had been tricked out of money. Future research should
determine if more comprehensive questions lead to similarly higher rates in other samples.

Other contributions of this study are that it is one of the first to have been conducted
in a nonmetropolitan, largely low-income community in southern Appalachia, and one ofPdf_Folio:261
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the few recent studies that primarily recruited offline. The resulting sample includes more
people who are relatively light users of digital technology than recent national samples, but
nonetheless victimization rates are similar or higher to other recent data. The Appalachian
region is known for valuing privacy (Woodard, 2011), and it is possible that residents here
find privacy intrusions more disturbing than others might in other cultural contexts. How-
ever, the rates and impact of cyberbullying, a much more highly studied phenomenon, are
similar to those found in other studies, so it seems likely that theft, fraud, and invasions of
privacy will also be distressing in most U.S. communities. More research should explore
this issue.

Strengths and Limitations

We successfully fulfilled a goal of this study by reaching Internet and technology users who
are not often included in research regarding technology and the Internet. Participants in our
study were from southern Appalachia, so future research should investigate these issues in
other communities. Although our data are largely consistent with demographics from this
region, future research might especially focus on expanding the racial and ethnic diver-
sity of this database. This was an exploratory cross-sectional survey, but future research
would also benefit from longitudinal research, especially now that these findings indicate
that a much wider range of cyber-victimization experiences are associated with worse psy-
chological and physical health than has previously been studied. A strength of the study
is the inclusion of financially motivated offenses and cyberbullying in the same sample.
There exist other forms of cyber-victimization not included in our survey, such as sex traf-
ficking, although we are confident that we have covered a wide range of interpersonal vic-
timizations, as they were identified during both focus groups and in-depth cognitive inter-
views in this community (Hamby, Smith, et al., 2018). The adoption of other measurement
approaches, including more fine-grained assessments of upset and other indicators, would
also be helpful in future research. Because in-depth investigations of this wide range of
cyber-victimizations are lacking, we ran numerous ANCOVAs. This raises the possibility
of Type I errors (i.e., false positives). As a result, statistical significance should be inter-
preted with caution. Future studies should attempt to replicate the findings of this study.

Implications and Future Directions

There are other types of financially motivated privacy intrusions that could be studied.
Past qualitative work indicates that many people are frustrated by unsolicited and repeated
sales calls and do not answer calls from unknown numbers. It would be useful to identify
a continuum of burden, from incidents that are probably best described as minor daily
hassles that have no lasting harm, to serious forms of identity or property theft that can
take months or even years of paperwork and legal steps to untangle. Future research should
explore other possible parameters of the impact of cyber-victimization and could include
other potential correlates such as healthcare access.

Though some forms of cyber-victimization are not illegal, these results, if replicated,
could call for a shift in current social norms for online behavior. Many forms of behavior,
such as bullying and spanking, were once considered normative, but have since been recat-
egorized as abusive. These acts have been recognized as abusive because they have been
found to cause lasting harm, sometimes even lasting decades (Alschul et al., 2016; Ger-
shoff & Grogan-Kaylor, 2016; Hamby, 2017). Previous research on bullying and corporal
punishment used indicators of trauma symptoms to help shift social norms with scientific
Pdf_Folio:267
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documentation of impact. Though replication is a must, these findings suggest that some
seemingly innocuous online behaviors may one day be better recognized as victimizations.

Many prevention and intervention programs need to be updated to better incorporate
cyber-victimization. The results of the current study, if replicated, could suggest the need
for policy changes regarding how internet advertisers can collect and use personal informa-
tion. We hope these results encourage more study on the effects of these types of victim-
izations, with a goal of protecting Internet users from forms of cyber-theft, privacy inva-
sion, and cyberbullying. Forms of cyber-victimization, legal and illegal, should be topics
of concern in law practice and clinical work. As offending moves online and more peo-
ple adopt technology, the field needs to do more to recognize cyber-victimization as part
of one’s total burden of victimization. Emerging research indicates that cyber-victims are
often unhappy with the criminal justice and social service response (Cross, 2018) and more
needs to be done to identify and respect their needs and recognize that these experiences
can be very distressing. We hope that the current study can encourage digital consumers to
become more aware of the potential victimizations that are possible to experience online
and to become advocates for prevention and intervention for cyber-victimization. Experi-
ences of cyber-victimization, like other much-studied forms of victimization, are unfortu-
nately common and potentially traumatic occurrences.

Conclusion

Wewish to stress the importance of including experiences of cyber-victimization in conver-
sations regarding victimization and trauma experienced throughout the life span. We hope
these findings will encourage digital consumers and developers to consider the negative
and traumatizing effects associated with common experiences online. It will be crucial to
continue efforts of research and prevention, given that the internet and related technology
changes rapidly. As technology advances and internet and technology consumer behavior
change with it, we should be constantly reconsidering what aspects of digital experiences
may be adding to one’s burden of victimization.

REFERENCES

Aimeur, E., & Schonfeld, D. (2011). The ultimate invasion of privacy: Identity theft. Paper presented
at the 2011 Ninth Annual International Conference on Privacy, Security and Trust, Montreal,
QC, Canada, Concordia University.

Alschul, I., Lee, S. J., & Gershoff, E. T. (2016). Hugs, not hits: Warmth and spanking as predictors
of child social competence. Journal of Marriage and Family, 78, 695–714. doi:10.1111/jomf.1
2306

Battista, J., & Almond, R. (1973). The development of meaning in life. Psychiatry, 36(4), 409–427.
doi:10.1111/j.1467-842X.2001.tb00294.x

Bennett, D. A. (2001). How can I deal with missing data in my study? Australian and New Zealand
Journal of Public Health, 25(5), 464–469. doi:10.1111/j.1467-842X.2001.tb00294.x

Bhat, C. S. (2008). Cyber bullying: Overview and strategies for school counsellors, guidance officers,
and all school personnel. Australian Journal of Guidance & Counselling, 18(1), 53–66. doi:10.
1375/ajgc.18.1.53

Briere, J. (1996). Trauma symptom checklist for children. Psychological Assessment Resources,
00253–00258.

Pdf_Folio:268



Cyber-Victimization and Current Health 269

Button, M., Lewis, C., & Tapley, J. (2009). A better deal for fraud victims: Research into victims’
needs and experiences. https://researchportal.port.ac.uk/portal/files/1924328/NFA_Report_1_1
5.12.09.pdf

Caneppele, S., &Aebi,M. F. (2017). Crime drop or police recording flop?On the relationship between
the decrease of offline crime and the increase of online and hybrid crimes. Policing: A Journal
of Policy and Practice, 13(1), 66–79. doi:10.1093/police/pax055

Centers for Disease Control and Prevention. (2000).Measuring healthy days: Population assessment
of health-related quality of life. http://www.cdc.gov/hrqol/pdfs/mhd.pdf

Cronholm, P., Forke, C., Wade, R., Bair-Merritt, M., Davis, M., Harkins-Schwarz, M., & Fein, J.
(2015). Adverse childhood experiences: Expanding the concept of adversity. American Journal
of Preventive Medicine, 49(3), 354–361. doi:10.1016/j.amepre.2015.02.001

Cross, C. (2015). No laughing matter: Blaming the victim of online fraud. International Review of
Victimology, 21(2), 187–204. doi:10.1177/0269758015571471

Cross, C. (2018). Expectations vs reality: Responding to online fraud across the fraud justice network.
International Journal of Law, Crime and Justice, 55, 1–12. doi:10.1016/j.ijlcj.2018.08.001

Dallam, S. J., Gleaves, D. H., Cepeda-Benito, A., Silberg, J. L., Kraemer, H. C., & Spiegel, D. (2001).
The effects of child sexual abuse: Comment on Rind, Tromovitch, and Bauserman (1998). Psy-
chological Bulletin, 127(6), 715–733. doi:10.1037/0033-2909.127.6.715

Deem, D. L. (2000). Notes from the field: Observations in working with the forgotten victims of
personal financial crimes. Journal of Elder Abuse & Neglect, 12(2), 33–48. doi:10.1300/J084v1
2n02_05

Diener, E., Emmons, R., Larsen, R., & Griffin, S. (1985). The Satisfaction with life scale. Journal of
Personality Assessment, 49(1), 71–75. doi:10.1207/s15327752jpa4901_13

Duggan, M. (2017). Online harassment. http://assets.pewresearch.org/wp-content/uploads/sites/14/2
017/07/10151519/PI_2017.07.11_Online-Harassment_FINAL.pdf

Duggan, M., Rainie, L., Smith, A., Funk, C., Lenhart, A., & Madden, M. (2014). Online harassment.
Pew Research Center. http://assets.pewresearch.org/wp-content/uploads/sites/14/2014/10/PI_O
nlineHarassment_72815.pdf

Felitti, V. J., Anda, R. F., Nordenberg, D., Williamson, D. F., Spitz, A. M., Edwards, V., & Marks, J.
S. (1998). Relationship of childhood abuse and household dysfunction to many of the leading
causes of death in adults: The adverse childhood experiences (ace) study. American Journal of
Preventive Medicine, 14(4), 245–258.

Finkelhor, D., Ormrod, R. K., & Turner, H. A. (2007). Poly-victimization: A neglected component in
child victimization. Child Abuse & Neglect, 31(1), 7–26. doi:10.1016/j.chiabu.2006.06.008

Gershoff, E. T., & Grogan-Kaylor, A. (2016). Spanking and child outcomes: Old controversies and
new meta-analyses. American Psychological Association.

Glodstein, D., Glodstein, S., & Fornaro, J. (2010). Fraud trauma syndrome: The victims of the Bernard
Madoff scandal. Journal of Forensic Studies in Accounting and Business, 2, 1–9.

González, E., & Orgaz, B. (2014). Problematic online experiences among Spanish college students:
Associations with Internet use characteristics and clinical symptoms. Computers in Human
Behavior, 31, 151–158. doi:10.1016/j.chb.2013.10.038

Hamby, S. (2017). On defining violence, and why it matters. Psychology of Violence, 7(2), 162–180.
Hamby, S., Banyard, V., & Grych, J. (2018). Resilience portfolios and poly-strengths: Identifying

protective factors associated with thriving after adversity. Psychology of Violence, 8(2), 172–
183.

Hamby, S., Blount, Z., Smith, A., Jones, L., Mitchell, K., & Taylor, E. (2018). Digital poly-
victimization: The increasing importance of online crime & harassment to the burden of victim-
ization. Journal of Trauma & Dissociation, 19(3), 382–398.

Pdf_Folio:269



270 Hamby et al.

Hamby, S., Finkelhor, D., & Turner, H. (2013). Perpetrator & victim gender patterns for 21 forms
of youth victimization in the National Survey of Children’s Exposure to Violence. Violence &
Victims, 28(6), 915–939.

Hamby, S., & Grych, J. (2013). The web of violence: Exploring connections among different forms
of interpersonal violence and abuse. Springer.

Hamby, S., Schultz, K., & Elm, J. (2020). Understanding the burden of trauma and victimization
among American Indian and Alaska Native elders: Historical trauma as an element of poly-
victimization. Journal of Trauma & Dissociation, 21(2), 172–186.

Hamby, S., Taylor, E., Smith, A., Mitchell, K., & Jones, L. (2018). Technology in rural Appalachia:
Cultural strategies of resistance and navigation. International Journal of Communication, 12,
1248–1268.

Hamby, S., Weber, M., Grych, J., & Banyard, V. (2016). What difference do bystanders make? The
association of victim outcomes with bystander involvement in a community sample. Psychology
of Violence, 6(1), 91–102.

Heiman, T., Olenik-Shemesh, D., & Liberman, G. (2017). Adolescent involvement in face-to-face
and cyber victimization: Can personal well-being mediate social-emotional behavior? Journal
of Youth Studies, 21(3), 391–404. doi:10.1080/13676261.2017.1366650

Hinduja, S., & Patchin, J. W. (2008). Cyberbullying: An exploratory analysis of factors related to
offending and victimization.d.eviant. Behavior, 29, 129–156. doi:10.1080/01639620701457816

Hinduja, S., & Patchin, J. W. (2010). Bullying, cyberbullying, and suicide. Archives of Suicide
Research, 14(3), 206–221. doi:10.1080/13811118.2010.494133

Internet Crime Complaint Center. (2014). 2014 internet crime report. https://www.fbi.gov/news/ne
ws_blog/2014-ic3-annual-report

Jones, L., Mitchell, K., & Finkelhor, D. (2013). Online harassment in context: Trends from three
youth internet safety surveys (2000, 2005, 2010). Psychology of Violence, 3(1), 53–69. doi:10.
1037/a0030309

Kaakinen, M., Keipi, T., Räsänen, P., & Oksanene, A. (2018). Cybercrime victimization and subjec-
tive well-being: An examination of the buffering effect hypothesis among adolescents and young
adults. Cyberpsychology, Behavior, and Social Networking, 21(2), 129–137. doi:10.1089/cyber
.2016.0728

Kowalski, R. M., & Limber, S. P. (2007). Electronic bullying among middle school students. Journal
of Adolescent Health, 41, S22–S30. doi:10.1016/j.jadohealth.2007.08.017

Kowalski, R. M., Giumetti, G. W., Schroeder, A. N., & Lattanner, M. R. (2014). Bullying in the dig-
ital age: A critical review and meta-analysis of cyberbullying research among youth. American
Psychological Association.

Mitchell, K. J., Jones, L. M., &Wells, M. (2013). Testing the index of problematic online experiences
(I-POE) with a national sample of adolescents. Journal of Adolescence, 36(6), 1153–1163. doi:1
0.1016/j.adolescence.2013.09.004

Mitchell, K. J., Sabina, C., Finkelhor, D., & Wells, M. (2009). Index of problematic online experi-
ences: Item characteristics and correlation with negative symptomatology. CyberPsychology &
Behavior, 12(6), 707–711. doi:10.1089/cpb.2008.0317

Pavot, W., & Diener, E. (1993). Review of the satisfaction with life scale. Psychological Assessment,
5(2), 164–172. doi:10.1037/1040-3590.5.2.164

Pearlin, L., & Schooler, C. (1978). The structure of coping. Journal of Health & Social Behavior, 19,
2–21. doi:10.2307/2136319

Pew Research Center. (2017a). Internet/broadband fact sheet. http://www.pewinternet.org/fact-shee
t/internet-broadband/

Pew Research Center. (2017b). Mobile fact sheet. http://www.pewinternet.org/fact-sheet/mobile/
Pdf_Folio:270



Cyber-Victimization and Current Health 271

Rosenberg, M. (1965). Society and the adolescent self-image. Princeton University Press.
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